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Safety Conscious
Optimal Safe Access Control

It is becoming increasingly important to
control the access of buildings. Whether
it is a simple storage space, a multitenant office building or a government
building, it is vital to know who is present,
where, and when. For all these security
needs there are a variety of solutions
available. TKH Security has combined
these solutions, creating one integrated
security management system to ensure
the highest level of safety, security, and
innovation in one all-encompassing
system.

2

TKH Security | Safety Conscious | Optimal Safe Access Control

To utilize an electronic access control system, you can use cards or tags, among other
options. TKH Security started in the eighties with a simple drag key which was based on a
magnetic strip. This solution was further developed, making access control cards and tags
increasingly secure.
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History
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EM technology

In the past, 125kHz techniques such as Electro Marin and Hitag were secure
for years. The first multi-function card was the 13.56 MHz Mifare Classic card.
This was the first card that allowed you to combine, for example, access control
and a payment system. At the time, many companies chose to implement
their systems with Mifare Classic or even to convert them to the Mifare Classic
technology. Unfortunately, nowadays this technology is no longer safe.
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It possible to easily copy coded information or the serial number from the card,
allowing someone else to be granted access to a building or even become an
owner of the biometric features of that person. The successor of the Milfare
technology is the Milfare DESFire technology. The encryption of this card is
more secure than the Milfare card and is being further developed. The current
Milfare DESFire card is the Milfare DESFire EV2, which was launched in 2017.
Now, we are ready to welcome its successor, the Milfare DESfire EV3.
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From a Simple to an Intelligent
Carrier
In recent years, technology in this market
has continued to advance and adapt to
customers’ ever-changing needs. The cards
have evolved from a simple to an intelligent
carrier. This intelligent carrier can be used
more extensively for Follow-Me Printing,
cash register payments and storage of
biometric data, for example.

Hacking Information Carriers
Because more is possible via information
carriers, hackers are more likely to try to
crack them knowing that older cards are
not properly protected anymore, and new
technologies follow each other rapidly.

Extra Safe
In addition to the increased security provided
by the information carries, the access control
system can also be used to improve security.
TKH Security has several additional security
options, other than the regular card reader:
Using a pin code
Using a biometric system
(such as a finger scan or facial scan)

NEW

These options require an extra action, in
addition to the card.

Additionally, we will also be releasing an alternative for access control
cards and tags. Employees and visitors may gain access by using their
mobile device. A wireless connection is made with the card reader and
the door will be opened.

The communication between the card
readers and controllers (AES encrypted) and
from the controller to the central software
(AES) can be completely secured. To do this,
an end-to-end security solution is offered
where the encryption up to and including the
software is optimally secured.

Soon we will be extending our controller product line with a new controller
named Charon. This product offers the possibility to put your own
encryption key on a SAM card. This high form of security is available
for all companies that would like to keep their key data in-house and it
is already being used by several high-risk customers and government
buildings.

Would you like to know whether you have chosen the best security solution
for your property or are you interested in learning more about these
solutions? Please do not hesitate to contact us.
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